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Law Enforcement Investigation and Operations
Exercise Evaluation Guide
	Capability Description:

Law Enforcement Investigation and Operations is the capability that includes the broad range of activities undertaken by law enforcement and related entities to detect, examine, probe, investigate, and conduct operations related to potential terrorist activities. Current and emerging investigative techniques are used, with an emphasis on training, legal frameworks, recognition of indications and warnings, source development, interdiction, and related issues specific to antiterrorism activities.

	Capability Outcome:

Suspects involved in criminal activities related to homeland security are successfully deterred, detected, disrupted, investigated, and apprehended.  The United States Attorneys Office must aggressively prosecute all counterterrorism-related cases, including not only primary cases, but also secondary, tertiary, and obtusely-related cases.  

	Jurisdiction or Organization:
	Name of Exercise:

	Location:
	Date:

	Evaluator:
	Evaluator Contact Info:

	Note to Exercise Evaluators: Only review those activities listed below to which you have been assigned


	Activity 1: Conduct Investigations of Criminal Activity

	Activity Description: Law enforcement personnel are able to carry out effective investigations of criminal/suspicious activities.

	Tasks Observed (check those that were observed and provide the time of observation)

Note:  Asterisks (*) denote Performance Measures and Performance Indicators associated with a task.  Please record the observed indicator for each measure

	
	Tasks/Observation Keys
	Time of Observation/ Task Completion

	1.1.
	Respond to initial reports of potential threats/suspicious behavior from the community, other agencies, or the subject.

· Collect appropriate information from informing entity

· If provided via phone, follow SOPs (e.g. check caller ID and record number, record as much information as possible, use another line to contact appropriate authorities)

· If input is written, treat as evidence and start procedures for evidence handling

· Enough appropriate information is collected to make decision regarding need for further investigation or action 
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.2.
	Initiate investigation of a suspect.
· Implement proper procedures and processes when conducting investigations

· Open a case

· Establish an investigative team structure and investigation action plan
· Collect basic identifying information using NCIC, NTCT, USVISIT, FINCEN, etc.
· Gather additional information, through interviews, police/military/financial records, and other background checks

· Authenticate and corroborate information
· Make determination of risk/threat and decide to close or advance the case
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.3.
	Conduct surveillance of a suspect.

· Consider appropriate surveillance techniques and procedures, including Static, Trash Pull, Mail Covers, Strategic Surveillance, etc. 

· Assess behavior over time and determine likelihood of threatening actions
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.3.
	Follow standard crime-scene procedures.

· Notify all appropriate law enforcement agencies with jurisdiction

· Obtain search warrant when exigent circumstances do not apply
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.4.

	Gather, catalogue, and preserve evidence for prosecutorial purposes and attribution.

· Request appropriate evidence collection teams to coordinate scene preservation and evidence gathering

· Collect all criminal evidence

· Immediately establish, and maintain, chain of custody over evidence/samples collected

· Document all evidence collection efforts

· Disseminate evidence to proper Forensic Crime Lab
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.5.

	Engage in effective source development activities.

· Cultural awareness is demonstrated during source development

· Establish credibility of Confidential Source

· Maintain departmental Confidential Source handling procedures

· Ensure sources remain confidential throughout the investigative process
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.6.

	Interview witnesses to criminal and/or suspicious activity.

· Ensure questions extract all relevant information

· Document interviews

· Report results of interviews to appropriate personnel and supervisors

· Consider that suspects may be among witnesses

· Conduct “file checks” via criminal date bases on witnesses.
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.7.

	Maintain ability to address CBRNE hazards that may be encountered during the course of an investigation.
· Follow awareness level  first responder guidelines when encountering a potential CBRNE hazard

· Be cognizant of appropriate specialized WMD HazMat response units
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.8.

	Multiple and concurrent investigative activities are appropriately prioritized and coordinated among affected agencies.

· If appropriate, consider Unified Command structure

· Liaison with JTTF

· Liaison with State Fusion Center

· Consider establishment of local task  force

· Consider the use of undercover operations
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.9.
	Follow all legal guidelines 

· Information entering the intelligence system should be consistent with existing laws, policies and guidelines 

· Agencies should keep a dissemination record of the information. 
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	1.10.
	
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]


	Activity 2:  Identify Nexus between Criminal Investigations and Terrorist Activity

	Activity Description:  Investigators are able to identify a potential nexus between a criminal investigation and terrorism-related activity, and are able to act appropriately on this information

	Tasks Observed (check those that were observed and provide the time of observation)

Note:  Asterisks (*) denote Performance Measures and Performance Indicators associated with a task.  Please record the observed indicator for each measure

	
	Tasks/Observation Keys
	Time of Observation/ Task Completion

	2.1.
	Recognize indicators and warnings of potential terrorist-related activity during criminal investigations.

· Ensure investigators are familiar with indicators and warnings of targeting, financing, recruiting, obtaining weapons, surveillance, dry runs, etc.
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	2.2.

	Identify and maintain liaisons with appropriate lead Federal terrorism investigation entities (ie. JTTF). Contact JTTF in a timely fashion when any nexus with terrorism is discovered.

· All jurisdictions have either an established liaison with JTTF or an established procedure in place to contact JTTF
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	2.3.

	Use investigative information to identify potential vulnerabilities and/or target lists.

· Analyze potential threat using local risk and threat analysis

· Consider liaison with critical infrastructure partners.
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	2.4.
	
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]


	Activity 3: Share Information to Aid in Investigations

	Activity Description: Law enforcement and other appropriate personnel effectively receive, develop, and share information to aid in an investigation.

	Tasks Observed (check those that were observed and provide the time of observation)
Note:  Asterisks (*) denote Performance Measures and Performance Indicators associated with a task.  Please record the observed indicator for each measure

	
	Tasks/Observation Keys
	Time of Observation/ Task Completion

	3.1.
	Share investigation-related information across jurisdictions and among law enforcement and other appropriate agencies as appropriate.

· Make appropriate notification to State Fusion Center, JTTF or other appropriate agencies/authorities

· Deliver investigation-related information through pre-established channels appropriate for the originating source

· Provide investigators with timely threat and intelligence information
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	3.2.
	Follow up with reporting entity if more information is necessary.

· Document follow up in supplemental reports.  
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	3.3.
	Communicate and coordinate with all relevant prosecution offices.

· Delegate appropriate investigator to liaison with U.S. Attorney and state / local Prosecutor
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	3.4.
	Follow legal protocols on handling and disseminating information related to an ongoing investigation.

· Consider information classification 

· Follow Grand Jury guidelines for information sharing
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	3.5.
	Conduct targeted outreach with non-law enforcement government agencies to assist in investigation


	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	3.6.
	Conduct targeted outreach with private industries, businesses, and facilities to assist in investigation.

· Utilize existing partnerships such as InfraGard

· Liaison with DHS Protective Security Advisor, as appropriate
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	3.7
	
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]


	Activity 4: Conduct Search, Seizure, and Other Intervention/Interdiction Operations

	Activity Description: Specialized units and/or duly authorized and specially trained personnel are deployed and utilized for search, seizure, and other intervention/interdiction operations.

	Tasks Observed (check those that were observed and provide the time of observation)

Note:  Asterisks (*) denote Performance Measures and Performance Indicators associated with a task.  Please record the observed indicator for each measure

	
	Tasks/Observation Keys
	Time of Observation/ Task Completion

	4.1.
	Maintain access to special operations teams (e.g., SWAT teams).

· Share pertinent information on trends and tactics with specialized teams

· Liaison with Violent Gang Units, Drug Units, etc.  
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.2.
	Dispatch special operations teams according to standard policies and procedures.

· Request all necessary information from requestor

· Receive and confirm initial threat and complete appropriate threat report

· Command requests appropriate SWAT responders to assist with threat

· Team arrives with sufficient personnel, equipment, and weapons to secure incident scene
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.3.
	Conduct tactical deployment.

· Request rules of engagement and use of force approval

· Secure incident scene; establish perimeter around location

· Establish tactical observation points around location
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.4.
	Assess incident and develop action plan.

· If appropriate, plan for extended deployment
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.5.
	Conduct hostage negotiations.

· Coordinate negotiations through the hostage negotiator
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.6.
	Determine and don appropriate PPE.

· Ensure decontamination area is set up and manned with appropriate level of protection



	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.7.
	Conduct tactical entry to disarm, detain, or otherwise render harmless the suspects in accordance with the use of force policy/rules of engagement.

· Determine method of breeching facility and use of distractors

· Be alert for booby traps and secondary devices; coordinate with bomb squad for detecting and rendering safe such devices

· Minimize contact with items on location
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.8
	Execute search and seizure procedures.

· Be cognizant of cross contamination from one scene to another

· Develop crime scene search procedures and delegate responsibilities for photos, tagging, collecting/packaging

	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.9
	Apprehend suspects.
· Use reasonable force to subdue and apprehend the suspect and search for weapons

· Afford constitutional rights, as appropriate

· In the case of foreign national suspects, consider consulate requirements

· Appropriately separate all suspects and by-standers for initial interrogation

· Coordinate transport for those needing medical treatment

· Transport suspects to an authorized holding facility

	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.8
	Interrogate suspects.
· Ensure that interrogation facilities are available

· Obtain interpreter if necessary  

· Utilize officers who are competent with interrogation methods

· Ensure that interrogators have access to latest relevant information/intelligence

· Gather evidence for prosecution

· Record and analyze interrogation

	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.10
	Conduct mission debrief.

· Discuss post-scene issues (e.g., forensic testing, insurance inquiries, interview results, criminal histories)

· Communicate and document post-scene responsibilities

· Address legal considerations
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.11
	Immediately share intelligence information from operation and archive all data in appropriate format to allow for quick retrieval for subsequent analysis and investigation.

· Enter information in appropriate national databases

	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.12
	Release the scene.

· Contact public utilities

· Evaluate biological and chemical hazards

· Evaluate structural integrity issues

· Assess environmental issues
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]

	4.13
	
	Time:

Task Completed? 

Fully   [  ]      Partially     [  ]      Not    [  ]      N/A    [  ]


Exercise Evaluation Guide Analysis Sheets

The purpose of this section is to provide a narrative of what was observed by the evaluator/evaluation team for inclusion within the draft After Action Report/Improvement Plan.  This section includes a chronological summary of what occurred during the exercise for the observed activities.  This section also requests the evaluator provide key observations (strengths or areas for improvement) to provide feedback to the exercise participants to support sharing of lessons learned and best practices as well as identification of corrective actions to improve overall preparedness.  

	Observations Summary 

Write a general chronological narrative of responder actions based on your observations during the exercise. Provide an overview of what you witnessed and, specifically, discuss how this particular Capability was carried out during the exercise, referencing specific Tasks where applicable. The narrative provided will be used in developing the exercise After-Action Report (AAR)/Improvement Plan (IP).

[Insert text electronically or on separate pages]



	Evaluator Observations

Record your key observations using the structure provided below. Please try to provide a minimum of three observations for each section. There is no maximum (three templates are provided for each section; reproduce these as necessary for additional observations). Use these sections to discuss strengths and any areas requiring improvement. Please provide as much detail as possible, including references to specific Activities and/or Tasks. Document your observations with reference to plans, procedures, exercise logs, and other resources. Describe and analyze what you observed and, if applicable, make specific recommendations. Please be thorough, clear, and comprehensive, as these sections will feed directly into the drafting of the After-Action Report (AAR). Complete electronically if possible, or on separate pages if necessary.

Strengths

1. Observation Title: 

Related Activity: 

Record for Lesson Learned? (Check the box that applies)  Yes [  ]
 No [  ]

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved?  Also describe the root cause of the observation, including contributing factors and what led to the strength.  Finally, if applicable, describe the positive consequences of the actions observed.)​​​​​​​​​​​​​​​​

[Insert text electronically or on separate pages]
2) References: (Include references to plans, policies, and procedures relevant to the observation)

[Insert text electronically or on separate pages]
3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.)

[Insert text electronically or on separate pages]

2. Observation Title: 

Related Activity: 

Record for Lesson Learned? (Check the box that applies)  Yes [  ]
 No [  ]

1) Analysis: 

[Insert text electronically or on separate pages]
2) References: 
[Insert text electronically or on separate pages]
3) Recommendation: 

 [Insert text electronically or on separate pages]

3. Observation Title: 

Related Activity: 

Record for Lesson Learned? (Check the box that applies)  Yes [  ]
 No [  ]

1) Analysis: 

[Insert text electronically or on separate pages]
2) References: 
[Insert text electronically or on separate pages]
3) Recommendation: 

 [Insert text electronically or on separate pages]
Areas for Improvement

1. Observation Title: 

Related Activity: 

Record for Lesson Learned? (Check the box that applies)  Yes [  ]
 No [  ]

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved?  Also describe the root cause of the observation, including contributing factors and what led to the strength.  Finally, if applicable, describe the negative consequences of the actions observed.)​​​​​​​​​​​​​​​​

[Insert text electronically or on separate pages]
2) References: (Include references to plans, policies, and procedures relevant to the observation)

[Insert text electronically or on separate pages]
3) Recommendation: (Write a recommendation to address the root cause. Relate your recommendations to needed changes in plans, procedures, equipment, training, mutual aid support, management and leadership support.)
 [Insert text electronically or on separate pages] [Insert text electronically or on separate pages]

2. Observation Title: 

Related Activity: 

Record for Lesson Learned? (Check the box that applies)  Yes [  ]
 No [  ]

1) Analysis: 

[Insert text electronically or on separate pages]
2) References: 
[Insert text electronically or on separate pages]
3) Recommendation: 

 [Insert text electronically or on separate pages]

3. Observation Title: 

Related Activity: 

Record for Lesson Learned? (Check the box that applies)  Yes [  ]
 No [  ]

1) Analysis: 

[Insert text electronically or on separate pages]
2) References: 
[Insert text electronically or on separate pages]
3) Recommendation: 

 [Insert text electronically or on separate pages]
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