	Information Gathering and Recognition of Indicators and Warnings

	Exercise Evaluation Guide: 


	Capability Description:
The Information Gathering and Recognition of Indicators and Warnings capability entails the gathering, consolidation, and retention of raw data and information from sources that include human sources, observation, technical sources and open (unclassified) materials. Unlike intelligence collection, information gathering is the continual gathering of only pure, unexamined data, not the targeted collection traditionally conducted by the intelligence community or targeted investigations. Recognition of indicators and warnings is the ability to see in this gathered data the potential trends, indications, and/or warnings of criminal and/or terrorist activities (including planning and surveillance) against U.S. citizens, government entities, critical infrastructure, and/or our allies.

	Capability Outcome:
Locally generated threat and other criminal and/or terrorism-related information is identified, gathered, entered into an appropriate data/retrieval system, and provided to appropriate analysis centers.

	Jurisdiction or Organization: 
	Name of Exercise:

	Location: 
	Date: 

	Evaluator: 
	Evaluator Contact Info: 

	Note to Exercise Evaluators: Only review those activities listed below to which you have been assigned.


	Activity 1: Clearly Establish and Communicate Information Needs 

	Activity Description: Information needs are clearly established and communicated to and from all levels of government. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	1.1
(Pre.A1b 1.7 )
	The Federal community develops and provides States and tribal authorities with clearly defined information needs and baseline indicators and warnings based on the threat environment in a timely manner.

· Clear and concise information needs have been developed by the Federal community
· Federal community delivered information needs to State officials using clearly defined process
· State officials demonstrate receipt of information needs
· Information needs are up to date
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.2
(Pre.A1b 1.4 )
	States provide the Federal community with feedback on specificity and relevance of Federal information needs products.

· Information needs products contain a feedback mechanism
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.3
(Pre.A1b 1.5 )
	States communicate information needs to local law enforcement, Tribal, private-sector, and other appropriate personnel as needed in a timely manner.

· There is a clearly defined process for consistently communicating information needs to the local level
· This process is effectively implemented
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.4
(Pre.A1b 1.4 )
	Local and Tribal jurisdictions provide the State with feedback on specificity and relevance of State information needs products.

· Information needs products contain a feedback mechanism
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.5
(Pre.A1b 1.3 )
	State, Tribal, and local jurisdictions provide the Federal community with clearly defined information needs.

· State, Tribal, and local areas have a clearly defined process in their jurisdiction for requesting information from the Federal community
· This process is effectively implemented
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.6
(Pre.A1b 1.1 )
	Use operationally sound policies to comply with regulatory, statutory, privacy, and other issues that may govern the gathering of information.

· Policies are in place and adhered to
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 2: Gather Information 

	Activity Description: Gather information that could be used to identify terrorist operations (in addition to “all-hazards”/”all-crimes”) from all sources (e.g., law enforcement, public health, public works, transportation, firefighting, and emergency medical entities) through routine activities. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	2.1
(Pre.A1b 3.1)
	Homeland security related information is gathered by law enforcement and other appropriate agencies during routine day-to-day activities.

· Street-level personnel are advised as to updates regarding types of information to look out for during their daily activities

· Collection efforts are guided by and/or based on requirements described in information needs documents

· Pre-formatted Collection forms are available, such as field intelligence cards or incident reports

· All relevant basic identifying information is collected on individual/place/event in question

· Feedback is provided to those in the field
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.2
(Pre.A1b 3.1.1)
	Law enforcement and other appropriate agencies identify items and materials used by criminal and/or terrorist organizations to carry out attacks

· Agencies use information needs and intelligence requirements products to identify at risk items and materials
· All such items and materials in the jurisdiction are located
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.3
(n/a)
	Law enforcement and other appropriate agencies gather information on items and materials commonly used by criminal and/or terrorist organizations to carry out attacks.

· Increased attention is paid to identified as risk items and materials
· A formalized collection plan may be used
· Bulletins or alerts educate street-level personnel on these items and materials
· Inventory control systems track critical items, such as hazardous materials
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.4
(Pre.A1b 3.2)
	Law enforcement and other appropriate personnel conduct information gathering operations on critical infrastructure and other potentially high-risk locations.

· During an elevated threat level, appropriate agencies have a clearly defined plan to increase information gathering activities around these locations (e.g. patrols, inspections, searches, surveillance detection, etc.)
· This plan is effectively implemented
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.5
(Pre.A1b 3.3)
	Law enforcement and other appropriate personnel coordinate their information gathering activities with relevant local, Tribal, State, and Federal entities on an ongoing basis, in particular with the Joint Terrorism Task Force (JTTF) in terrorism-related cases.

· There is a plan for such coordination and it is effectively implemented
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 3: Recognize and Identify Suspicious Circumstances or Indicators and Warnings 

	Activity Description: Law enforcement, public safety, the general public, and/or private-sector personnel recognize and identify suspicious circumstances or indicators and warnings associated with planning, support, and operations related to potential criminal and/or terrorist-related activities. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	3.1
(Pre.A1b 4.1)
	Law enforcement and public safety personnel are able to recognize and identify suspicious circumstances or indicators and warnings that may be associated with potential criminal and/or terrorist-related activities.

· Personnel demonstrate the ability to recognize a potential nexus with terrorism when faced with raw data, criminal reports, and investigations
· Personnel are trained in and familiar with standard indicators and warnings of terrorist activity, including potential reconnaissance and surveillance, fraudulent document use, fund-raising, etc.
· Personnel have access to guidance regarding indicators and warnings (e.g., Terrorism Awareness Cards, Be On the Lookout Books, etc.)
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.2
(n/a)
	Key private-sector businesses are familiar with and can recognize suspicious activity.

· Law enforcement and/or public safety agencies adequately educate/train key private-sector businesses on what constitutes suspicious activity
· This education is regularly refreshed to account for employee turnover and changed threats
· Sites with key materials know how to report unusual loss, theft, or sale
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.3
(n/a)
	Key private-sector businesses are familiar with and utilize a predefined notification process to advise law enforcement agencies of suspicious activity.

· Key private-sector businesses are identified
· For private-sector businesses, a recognized communication avenue exists for reporting suspicious activity
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.4
(n/a)
	The general public can recognize suspicious activity.

· Public education programs effectively raise public awareness of suspicious activities
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.5
(n/a)
	The general public is familiar with and utilizes a predefined notification process to advise law enforcement agencies of suspicious activity.

· The public demonstrates general familiarity with a defined system for public reporting of suspicious activity (i.e. dedicated Tips Line, 911, etc.)
· Tips Lines monitor and/or track increased reporting
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 4: Conduct Initial Authentication and Screening of Information 

	Activity Description: Information is received, authenticated, and screened for relevance by the appropriate level of oversight/supervision, in a timely manner. Information is entered into an appropriate data/retrieval system, and provided to appropriate analysis centers. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	4.1
(Pre.A1b 5.3)
	Maintain procedures and/or systems to process the inflow of gathered information from all sources in a timely fashion.

· Information gathered at the patrol level is appropriately reported to local supervisors
· Information is reported in a reasonable timeframe from initial observation
· Adequate personnel/systems support the inflow of information
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.2
(n/a)
	Ensure information provided by all sources is authentic and valid.

· Standards for accuracy and completeness are met
· All available basic identifying information has been collected on the individual/place/event in question
· Supervisory personnel are able to contact reporting entity for verification purposes
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.3
(n/a)
	Law enforcement personnel use appropriate investigatory protocols for follow up actions in response to a potential threat.

· Law enforcement personnel are familiar with and u utilize the established protocols of the Terrorist Screening Center and appropriate Handling Codes
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.4
(Pre.A1b 3.1.2)
	Catalog and database all information to enable timely retrieval (in accordance with all relevant laws and regulations).
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.5
(Pre.A1b 5.2)
	Query databases or records to ascertain significance of information.

· Prior to and/or separate from intelligence fusion entities, law enforcement personnel have access to and can query necessary law enforcement and other databases to ascertain associations early in an investigation
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.6
(n/a)
	Following initial review of gathered information, a decision is made whether to pass on the information to fusion centers and/or other relevant entities (e.g., the FBI).

· Appropriate decision is made and relevant information is passed on
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     



Evaluator Observations: 

	Record your key observations using the structure provided below. Please try to provide a minimum of three observations for each section. There is no maximum (three templates are provided for each section; reproduce these as necessary for additional observations). Use these sections to discuss strengths and any areas requiring improvement. Please provide as much detail as possible, including references to specific Activities and/or Tasks. Document your observations with reference to plans, procedures, exercise logs, and other resources. Describe and analyze what you observed and, if applicable, make specific recommendations. Please be thorough, clear, and comprehensive, as these sections will feed directly into the drafting of the After-Action Report (AAR). Complete electronically if possible, or on separate pages if necessary. 


	Strengths 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the positive consequences of the actions observed.) 

 

2) References: (Include references to plans, policies, and procedures relevant to the observation) 

 

3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.) 

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

Areas for Improvement 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the negative consequences of the actions observed.)

 

2) References: (Include references to plans, policies, and procedures relevant to the observation)

 

3) Recommendation: (Write a recommendation to address the root cause. Relate your recommendations to needed changes in plans, procedures, equipment, training, mutual aid support, management and leadership support.)

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
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