	Critical Infrastructure Protection

	Exercise Evaluation Guide: 


	Capability Description:
The Critical Infrastructure Protection (CIP) capability enables public and private entities to identify, assess, prioritize, and protect critical infrastructure and key resources so they can detect, prevent, deter, degrade, and mitigate deliberate efforts to destroy, incapacitate, or exploit the Nation’s critical infrastructure and key resources.

	Capability Outcome:
The risk to, vulnerability of, and consequence of attack to critical infrastructure are reduced through the identification of critical infrastructure; conduct, documentation, and standardization of risk assessments; prioritization of assets; decisions regarding protective and preventative programs; and, implementation of protective and preventative plans.

	Jurisdiction or Organization: 
	Name of Exercise: 

	Location: 
	Date: 

	Evaluator: 
	Evaluator Contact Info: 

	Note to Exercise Evaluators: Only review those activities listed below to which you have been assigned.


	Activity 1: Coordinate and Manage Critical Infrastructure Protection 

	Activity Description: Partner/coordinate with Federal, State, local, and tribal entities, the private sector, and the international community. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	1.1
(Pro.A1a 3.3.1)
	Operate public-private partnerships for critical infrastructure protection (CIP) activities.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Time in which memoranda of understanding (MOUs) to ensure cooperation with respect to CIP is signed by all relevant parties
	TARGET

Within one year of official Capability List (TCL) publication
	ACTUAL

	1.2
(Pro.A1a 3.3.2)
	Operate sector-specific Government Coordinating Councils.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 2: Identify Critical Infrastructure/Key Resources 

	Activity Description: Develop an inventory of the individual assets and systems that make up the Nation’s CI/KR, some of which may be located outside the U.S., and collect information on them, including dependencies, interdependencies, and reliance on cyber systems. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	2.1
(Pro.A1a 4.1.1)
	Develop selection criteria to identify critical infrastructure/key resources.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Data collected on assets and systems are relevant to risk assessment efforts
	
Yes [           ]             No [           ]

	 
	Data collected on assets and systems address dependencies and interdependencies that affect functionality and performance
	
Yes [           ]             No [           ]

	 
	Data has been verified for accuracy
	
Yes [           ]             No [           ]

	2.2
(Pro.A1a 4)
	Identify critical infrastructure and key assets within the Nation, region, State, or local area.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Sector-specific agencies have identified assets of potential national-, regional-, or sector-level importance
	
Yes [           ]             No [           ]


	Activity 3: Assess Risk 

	Activity Description: Determine which assets and systems are critical by calculating risk, combining potential direct and indirect consequences of an attack (including dependencies and interdependencies associated with each identified asset), known vulnerabilities to various potential attack vectors, and general or specific threat information. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	3.1
(Pro.A1a 5.1)
	Conduct a top-screen consequence analysis to determine which assets and systems are high-consequence and therefore require risk assessment.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.2
(Pro.A1a 5.3)
	Conduct vulnerability assessments on high-consequence critical infrastructure/key resources.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Procedures for analyzing threats, vulnerabilities, consequences, and risks are implemented
	
Yes [           ]             No [           ]

	 
	Percentage of high-consequence assets that have completed vulnerability assessments
	TARGET

100%
	ACTUAL

	3.3
(Pro.A1a 5.4)
	Conduct detailed threat assessments on high-consequence critical infrastructure/key resources.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Potential threats to critical infrastructure/key resources and high consequence systems have been identified
	
Yes [           ]             No [           ]

	3.4
(Pro.A1a 5.5)
	Develop risk profiles of high-consequence critical infrastructure/key resources.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Percentage of high-consequence assets that have completed a risk assessment
	TARGET

100%
	ACTUAL

	 
	Risk analysis results were disseminated to the proper authorities
	
Yes [           ]             No [           ]

	3.5
(Pro.A1a 5.6)
	Conduct an interdependency analysis to determine the relationship of risks within and across sectors.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.6
(Pro.A1a 5.7)
	Share the assessment of sector-specific infrastructure risk with interdependent entities within appropriate sectors.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 4: Prioritize 

	Activity Description: Aggregate and order assessment results to present a comprehensive picture of national CI/KR risk in order to establish protection priorities and provide the basis for planning and the informed allocation of resources. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	4.1
(Pro.A1a 6.1)
	Prioritize high-risk critical infrastructure/key resources for consideration of protective measures.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Critical infrastructure/key resources and high consequence systems are normalized and prioritized for consideration of protective programs
	
Yes [           ]             No [           ]


	Activity 5: Protect 

	Activity Description: Select appropriate protective measures or programs and allocate resources to address targeted priorities. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	5.1
(Pro.A2a 1.1.4)
	Develop surge capacity plans to increase critical infrastructure protection (CIP) capacity during a crisis.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Percentage of high-risk assets and systems for which plans for surge capacity during a crisis have been developed
	TARGET

100%
	ACTUAL

	5.2
(Pro.A2a 2.3)
	Implement surge capacity plans to increase critical infrastructure protection (CIP) capacity during a crisis.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	5.3
(Pro.A2a 1.1)
	Develop protective programs and plans to reduce the general level of risk for the highest risk critical infrastructure/key resources.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Percentage of high-risk assets for which risk has been measurably reduced
	TARGET

100%
	ACTUAL

	5.4
(Pro.A2a 1.2)
	Develop protective programs and plans to respond to and recover from specific threat-initiated actions.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Percentage of high-risk assets and systems for which protective programs and/or mitigation strategies have been developed
	TARGET

100%
	ACTUAL

	5.5
(Pro.A2a 5)
	Implement programs to defend and devalue physical critical infrastructure/key resources.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Percentage of high-risk assets and systems for which protective programs and/or mitigation strategies have been implemented
	TARGET

100%
	ACTUAL

	 
	Percentage of high-risk assets that have active protective programs to measurably reduce risk
	TARGET

100%
	ACTUAL

	5.6
(Pro.A3a 5)
	Implement programs to defend and devalue critical cyber assets.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	5.7
(Pro.A3a 4.1.1)
	Implement detection measures such as inspection surveillance, employee monitoring, and security counterintelligence.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 6: Measure Effectiveness 

	Activity Description: Incorporate metrics and other evaluation procedures at the national and sector levels to measure progress and assess effectiveness of the national CI/KR protection program. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	6.1
(Pro.A1a 7.1)
	Collect national metrics data.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Frequency with which national metrics data are collected and reported
	TARGET

Annually
	ACTUAL

	6.2
(Pro.A1a 7.1.1)
	Analyze national metrics data.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	6.3
(Pro.A1a 7.2)
	Collect sector-specific metrics data.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Frequency with which sector-specific metrics data are collected and reported
	TARGET

Annually
	ACTUAL

	6.4
(Pro.A1a 7.2.1)
	Analyze sector-specific metrics data.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     



Evaluator Observations

	: Record your key observations using the structure provided below. Please try to provide a minimum of three observations for each section. There is no maximum (three templates are provided for each section; reproduce these as necessary for additional observations). Use these sections to discuss strengths and any areas requiring improvement. Please provide as much detail as possible, including references to specific Activities and/or Tasks. Document your observations with reference to plans, procedures, exercise logs, and other resources. Describe and analyze what you observed and, if applicable, make specific recommendations. Please be thorough, clear, and comprehensive, as these sections will feed directly into the drafting of the After-Action Report (AAR). Complete electronically if possible, or on separate pages if necessary. 


	Strengths 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the positive consequences of the actions observed.) 

 

2) References: (Include references to plans, policies, and procedures relevant to the observation) 

 

3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.) 

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

Areas for Improvement 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the negative consequences of the actions observed.)

 

2) References: (Include references to plans, policies, and procedures relevant to the observation)

 

3) Recommendation: (Write a recommendation to address the root cause. Relate your recommendations to needed changes in plans, procedures, equipment, training, mutual aid support, management and leadership support.)

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
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